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ACRONYMS

AML Anti-money laundering

AMLD Anti-Money Laundering Directive (EU)

AUSTRAC Australian Transaction Reports and Analysis Centre (Australia FIU)
CSF Comitato di sicurezza finanziaria

EU European Union

FCDO Foreign, Commonwealth and Development Office (UK)

FIOD Fiscal Information and Investigation Service (Netherlands)

FIU Financial intelligence unit

FinCEN Financial Crimes Enforcement Network (US FIU)

FINTRAC Financial Transactions and Reports Analysis Centre (Canada FIU)
GTO Geographic targeting order

NCA National Crime Agency (UK)

NCBC Non-conviction based confiscation

OFAC Office of Foreign Assets Control (US)

OFSI Office for Financial Sanctions Implementation (UK)

REPO Task Force Russian Elites, Proxies, and Oligarchs Task Force

STR Suspicious transaction report

TCSP Trust and company service providers

TRACFIN Traitement du renseignement et action contre les circuits financiers clandestins (France FIU)
uwo Unexplained wealth order (UK)
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EXECUTIVE SUMMARY

Despite strong early pledges to sanction and track the illicit
wealth of Russian elites following the invasion of Ukraine, the G7
and other leading economies are not sufficiently equipped to
bring kleptocrats to justice.

Russia’s brutal invasion of Ukraine in February 2022
ignited a global reckoning over the dangers of
kleptocracy and the international community's
decades-long complicity. The initial response of the
advanced Western economies was to unleash new
waves of targeted sanctions against Kremlin-linked
individuals. But denying safe haven to Russian
kleptocrats calls for multilateral efforts, including
tracking down the illicit wealth they have diligently
hidden across the globe.

In a welcome step, several governments - primarily
Western economies such as those making up the
Group of 7 (G7) - are now joining efforts to share
intelligence and cooperate across borders as part of
a dedicated task force. To succeed, they must focus
on two main objectives while respecting due
process and the rule of law:

+ implementing sanctions effectively, including as
a means of preventing the flight of assets that
could be subject to criminal or civil investigation

+ securing meaningful action against those assets,
individuals and entities where there is sufficient
evidence of their involvement in corruption,
sanctions evasion or other crimes

This study assesses how well countries leading
multilateral efforts to freeze and seize kleptocrats’
assets are equipped to deliver on these objectives.
The comparative analysis covers eight countries:
Australia, Canada, France, Germany, Italy, the
Netherlands, the United Kingdom (UK) and the

United States (US). A majority of these have also set
up national task forces to implement sanctions, but
most are focused on coordination. Only the US's
KleptoCapture task force has a distinct asset tracing
mandate.

Transparency International found that insufficient
transparency measures - that kleptocrats have
abused for decades - allow the elites to keep their
assets out of authorities’ reach. What's more, patchy
regulation of private sector intermediaries and
under-resourcing compromise authorities’ ability to
act on available evidence and track down illicit
assets. Unless reforms are passed, most countries
will also face significant legal challenges when it
comes to confiscating and eventually returning
these assets to the victims of corruption.

While high-profile yacht seizures have been
making international headlines, these are
only a small fraction of kleptocrats’ illicit
wealth stashed abroad. But even these
early successes have at times been
hampered by layers of secrecy and barriers
to international cooperation. These cases
illustrate the obstacles to effectively deliver
on stated objectives facing even the most
willing authorities.



|. NOWHERE TO HIDE

Anonymous companies and trusts make it easier for
kleptocrats to purchase real estate or other luxury
goods and to launder their ill-gotten gains. We find
that, despite commitments and pledges to improve
transparency in beneficial ownership of companies
and trusts, current rules and practices are far from
satisfactory. Most countries’ real estate sectors are
particularly vulnerable to dirty money due to a
significant loophole that allows for anonymous

ownership of properties through foreign companies.

Availability of information on
companies’ real owners

+ In Germany, France, the Netherlands and the
UK registers of companies’ beneficial owners are
in place, but all four lack sufficient data
verification.

+ Australia, Canada, Italy and the US still rely on
the information collected by financial institutions
to identify the beneficial owners of companies,
which is known to be a deeply flawed approach.
In the past year, all but Australia have
progressed or fast-tracked commitments to
establish registers.

Availability of information on trusts’
real owners

+ Only Germany, France and the UK have
registers for trusts, but all restrict access by
“legitimate interest” or registration
requirements.

+ Australia, Canada, Italy, the Netherlands and
the US have no registers for trusts at all. Italy
and the Netherlands have not yet complied with
the European Union (EU) requirements that
mandated beneficial ownership registers of
trusts by June 2017.

Availability of information on real
estate ownership
+ None of the countries systematically collect

beneficial ownership information for real estate
properties.

+ In France, Germany, the Netherlands and the
UK, it is possible to cross-reference the real
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owners of properties owned through companies
using the beneficial ownership register. In France
and the Netherlands, however, information is
not available for foreign companies as they are
not required to disclose their beneficial owners
to any register when purchasing real estate,
creating a loophole. Current plans for beneficial
ownership registers in Italy and the US will also
leave this gap.

+ Only Germany currently requires foreign
companies to disclose their beneficial owners to
the authorities in order to purchase properties.
In the UK, parliament recently approved
legislation to address this loophole.

Availability of information on luxury
goods ownership

None of the countries systematically collect
beneficial ownership information for yachts or
private planes.

1. NO ONE TO HELP

Lawyers, accountants, bankers, investment advisers
and real estate agents are uniquely placed to
identify and report on criminals and sanctioned
individuals. Yet past scandals have shown them -
wilfully or unwittingly - facilitating cross-border
corruption, money laundering and sanctions
evasion. We found that the national frameworks do
not sufficiently extend regulation to non-financial
gatekeepers. Even in the countries where key
professions are under anti-money laundering
obligations, compliance remains patchy - especially
in the real estate sector.

+ Key gatekeeper professions have anti-money
laundering requirements in Germany, France,
Italy, the Netherlands and the UK, but not in
Australia, Canada and the US. Most
significantly, trust and corporate service
providers and lawyers in those three countries
are under no obligation to conduct customer
due diligence, identify the beneficial owner of
legal entity clients or establish their source of
wealth.

+ Inthe US, investment advisers are not even
obliged to conduct customer due diligence on
their clients, while in Australia they are regularly
exempted from these duties. However, no
country covered in the study provides authorities
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with direct and immediate access to information
on end investors of investment funds such as
hedge funds and private equity.

+ Germany, France, Italy, the Netherlands and
the UK have reporting obligations for dealers in
luxury goods. However, Australia, Canada and
the US only include jewellers in anti-money
laundering obligations.

l1l. NO IMPUNITY

To break the cycle of impunity and money
laundering, the ultimate objective of multilateral
efforts should be to confiscate and return stolen
assets to the victims. This is only possible, however,
if countries can efficiently gather intelligence and
investigate complex, cross-border cases.
Considering the likely challenges of prosecuting
kleptocrats for their involvement in corruption and
other crimes, the use of tools such as non-
conviction based asset confiscation could play a
pivotal role in ensuring some level of accountability.
Yet we found that the powers, resources and tools
available to the authorities tasked with freezing,
seizing and confiscating illicit assets are inadequate.

Financial intelligence units

+ The financial intelligence units (FIUs) are under-
resourced in the majority of countries covered,
particularly in the UK and the US, where FIUs
received 5,300 and 10,130 suspicious transaction
reports - respectively - per staff member,
according to most recent annual data. Even
Germany'’s FIU, which is relatively better
resourced after a series of reforms, continues to
face serious challenges in effectiveness and
implementation of a risk-based approach.

+ When compared to the size of their economies,
FIUs are insufficiently funded across all
countries. Australia, followed by Canada, have
larger budgets for their FIUs relative to other
countries, but their FIUs also have additional
regulatory and supervisory responsibilities.
France, the Netherlands, and particularly the
UK and the US dedicate substantially fewer
resources to their FIUs.

Law enforcement agencies

+ Governments do not consistently publish budget
and staff data for specialised anti-corruption or

financial crime law enforcement units. Only Italy
and the Netherlands consistently publish
budget and staff figures for their specialist units,
while the UK publishes this data for the Serious
Fraud Office only.

+ Of the countries assessed, only Germany does
not have a federal law enforcement unit
dedicated to anti-corruption or to investigating
financial crimes. While the federal police are part
of the domestic task force, they do not have
specialised anti-corruption or anti-money
laundering teams.

Asset confiscation tools

+ France and the Netherlands do not allow for
non-conviction based confiscation with a civil
burden of proof, but others have some
mechanisms available.

+ Only Australia and the UK have unexplained
wealth order tools available to law enforcement.
Unexplained wealth can be confiscated for
organised crime offences in Germany. France
also has anillicit enrichment tool available to
prosecutors.

+ In addition, Australia, the UK and the US each
have mechanisms that allow for civil forfeiture
proceedings against assets that run independent
of or in parallel to criminal procedures.

RECOMMENDATIONS

Russia’s invasion of Ukraine has shed new light on
the systemic weaknesses that allowed kleptocrats to
find safe haven for their illicit wealth abroad. Until
the gaps identified across the assessed countries
are addressed, multilateral efforts risk being
undercut by the same deficiencies that created a
problem of this scale in the first place. To ensure
that kleptocrats - originating from Russia or
elsewhere - can be effectively deterred,
governments leading the efforts to freeze and seize
illicit wealth should:

1. Pro-actively identify and freeze the assets of
kleptocrats. Governments should explicitly
mandate that their task forces trace the assets of
designated and corrupt individuals. They should
also go beyond “freezing to seizing” and aim to
confiscate the assets when they are linked to
grand corruption and other crimes, following
due process. To that end, governments should
prioritise reforms that grant necessary powers to



law enforcement to proactively trace and
investigate assets linked to sanctioned
individuals.

Fast-track key transparency measures. All
remaining countries should establish and
maintain central registers with verified
information about the real owners of companies
- including foreign-registered companies buying
real estate - and trusts. All should ensure
information is available publicly in open data
formats so that foreign authorities, media and
civil society can access the information and
support accountability efforts. Authorities should
record and publicly disclose information about
the real owners of assets, including end
investors of hedge funds and private equities,
yachts and private jets.

Regulate and hold to account all professional
enablers of financial crime. Banks, corporate
service providers, lawyers, investment fund
managers, accountants, real estate agents and
luxury goods dealers should be obligated to
identify the beneficial owners of customers,
conduct enhanced due diligence on politically
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exposed persons, and report suspicious
transactions to authorities. Those found to be
enabling Russian kleptocrats and other corrupt
individuals should be held to account.

Effectively resource financial intelligence
units and law enforcement, as well as
strengthen mechanisms for confiscating
assets. Countries should ensure that law
enforcement and financial intelligence units are
empowered and well-resourced. To move
beyond sanctions, they should also ensure that
they have civil and criminal mechanisms to seize
and confiscate assets - including through
unexplained wealth orders or non-conviction
based forfeiture - and eventually return these
assets to the victims of corruption.

. Strengthen multilateral efforts. The REPO

Task Force should expand its current
coordination efforts beyond just Russian elites,
making both the multilateral and domestic task
forces permanent. These task forces should
publicly report on their work, including on the
assets frozen, investigations initiated and
confiscation efforts.
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INTRODUCTION

Russia's invasion of Ukraine has shone a renewed light on the
mechanisms and networks that have allowed kleptocrats to hide
and launder proceeds of corruption and other crimes.

In response to the Russian invasion of Ukraine,
Western governments have scaled up targeted
sanctions against the Russian political and economic
elite. With over half of the elite’s wealth estimated to
be held offshore - among the highest shares in the
world - effectively going after the assets of Russia’s
kleptocrats poses a particular challenge.’

Globally, kleptocrats favour countries with a strong
rule of law, political and economic stability, and
advanced financial services as destinations for their
ill-gotten gains. To achieve impunity, they exploit
weak defences against dirty money, the opacity of
companies and a range of assets, and the limited
capacity of the authorities tasked with investigating
and prosecuting crimes. They also rely on an array
of private sector intermediaries ready and willing to
help launder and invest their stolen fortunes.

These weaknesses have also made the effective
implementation of stringent sanctions on Russian
elites extremely difficult. Ownership of assets is
often not easy to prove for a variety of reasons,
which include the secrecy provided by financial
centres, under-resourced and under-powered law
enforcement agencies, and the challenges of cross-
border cooperation.?

The challenges of effectively tracing assets - be it to
implement sanctions or in the context of civil and
criminal investigations - are many. It is not
surprising that back in 2004 asset tracing was
already highlighted by the then Group of Eight (G8)
as an area in need of improvement.® What is
surprising is that almost 20 years afterwards many
of the identified shortcomings remain problematic
across today's Group of Seven (G7).

10

The challenges of sanctions as an
anti-corruption tool

At their core, sanctions issued by Western
governments in response to Russia’s invasion are
an administrative tool aimed at changing political
behaviour. They seek to restrict the ability of
designated individuals to move, invest or dispose
of their assets and to coerce them into ultimately
halting or reversing political actions. Sanctions are
implemented by requiring private sector actors to
freeze the assets held by their sanctioned clients
for as long as these individuals or legal entities
remain so designated. Ownership of the assets,
however, remains firmly in the hands of the
designated individuals or entities.

In cases where the wealth of sanctioned
individuals is thought to be the result of grand
corruption, questions of justice and accountability
become paramount.

As mere tools to freeze assets, administrative
sanctions are insufficient to achieve justice when
designated individuals could be also linked to
illegal activities. Rather, the ill-gotten assets of
kleptocrats need to be seized and confiscated with
the ultimate goal of repatriation to the people they
have been stolen from. To accomplish this,
designated corrupt individuals and their assets
need to be subjected to civil and/or criminal
investigations that follow adequate due process.
Justice can only be achieved if the rule of law is
respected and the relevant evidentiary standard
for confiscation is met.4



Effectively tracing assets requires active
coordination between domestic authorities and
their foreign counterparts. Success hinges on the
authorities’ ability to connect information held in
different jurisdictions to link assets conclusively with
their real owners.

To coordinate their efforts and address these
challenges, the governments of Australia, Canada,
France, Germany, Italy, Japan, the United Kingdom
(UK) and the United States (US), together with the
European Commission, have set up the Russian
Elites, Proxies, and Oligarchs (REPO) Task Force.

Transparency International welcomed the
establishment of the REPO Task Force in March
20226% and called on countries in the West to adopt
key policies and strengthen enforcement to crack
down on the flow of dirty money.” The success of
the task force will depend largely on the ability of its
members to achieve two principal objectives while
respecting due process and the rule of law:

+ implement sanctions effectively as a means of
ending Russia’s aggression on Ukraine and
preventing the flight of assets that could be
subject to criminal or civil investigation

+ secure meaningful action against those assets,
individuals and entities where there is sufficient
evidence of their involvement in corruption or
sanctions evasion

ABOUT THIS REPORT

This paper assesses the ability of the authorities in
key countries to effectively implement sanctions,
trace assets and address any weaknesses in their
legal frameworks that have permitted the inflow of
dirty money in the first place.

'The research excludes an assessment of Japan owing to
constraints in publicly available information.
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The analysis covers REPO Task Force members
Australia, Canada, France, Germany, Italy, the UK
and the US' as well as the Netherlands.i We
assessed the extent to which they have established
policies, measures and practices towards ensuring
that kleptocrats have:

1. nowhere to hide: transparency in financial
transactions, investments and asset ownership

2. no one to help: efforts to regulate gatekeepers,
including corporate service providers, real estate
agents and investment fund managers

3. no impunity: tools and resources available to
law enforcement and financial intelligence units
to investigate, seize and confiscate assets

The comparative assessment encompassed the
analysis of national legal frameworks in the covered
countries as well as publicly available information to
gain insight into fitness for purpose of existing
systems. We also analysed available data to identify
gaps in private sector compliance and law
enforcement action. We sought to validate these
findings through consultations with country experts.

To some extent, gaps in information - often due to
poor-quality data provided by governments - have
limited the comparative analysis, and we have noted
where this is the case.

Essentially, this study examines the extent to which
countries have the minimum conditions in place to
achieve their stated objectives. We sought to
identify, in particular, legal loopholes and
enforcement deficiencies that could prevent the
effective implementation of sanctions, and pursuit
of corrupt actors and their illicit wealth. Going
forward, task force members should also release
detailed progress reports so an assessment of their
efforts in practice can also become possible.

it While the Netherlands is not a member of the REPO Task
Force, the country’s FIU is a member of the FIU working
group that supports the intelligence-sharing efforts.

1
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JOINING FORCES

Governments of advanced Western economies are now
coordinating their efforts to implement sanctions against Russian
elites. Majority of countries examined in this report have also set

up dedicated national task forces.

MULTILATERAL TASK FORCES

Countries set up the REPO Task Force to cooperate
more closely to “find, restrain, freeze, seize, and,
where appropriate, confiscate or forfeit” assets of
sanctioned individuals.2 It is their stated ambition to
track the assets of Russian elites, initiate criminal or
civil forfeiture proceedings where appropriate, and
bring kleptocrats’ facilitators to justice.® This has
raised the need for the task force’s members to
promote closer coordination between international
counterparts'® but also across their own ministries
and investigative agencies.

Competent authorities - financial intelligence units
(FIUs) in particular - have an important role to play
in asset tracing. The members of the REPO Task
Force - joined by the Netherlands and New Zealand
- have also set up a dedicated working group of
FIUs. The working group aims to boost cooperation
between and with authorities in the task force's
member countries, including by expediting and
increasing intelligence sharing.™

The European Union (EU) has established a
dedicated Freeze and Seize Task Force whose
objective is to ensure EU-wide cooperation to
implement sanctions and confiscate assets where
national law allows for it, also in coordination with
the REPO Task Force.'?

12

NATIONAL TASK FORCES

Most countries assessed in the report have also set
up domestic task forces to support coordination
among ministries, anti-money laundering (AML)
supervisory authorities, FIUs and law enforcement
agencies. These task forces aim to address practical
challenges in the implementation of sanctions, such
as clearly defining responsibilities where no
dedicated body exists to coordinate the efforts’3
and ensuring that information can be shared
between ministries and agencies in compliance with
privacy laws.' In France, the Ministry of Economy -
which leads the national task force - and the
Ministry of Justice are also tasked with finding a
legal framework that would allow the confiscation of
assets that are currently frozen.'s

Some appear to be relying more on existing
structures to ensure coordination among
authorities. Of the analysed countries, three -
Australia, Canada’® and Italy - have not set up
dedicated task forces to deal with Russia-related
sanctions. In Italy, a pre-existing committee on
financial security is responsible for ensuring
sanctions compliance and coordinating between
government agencies."”
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Table 1: Overview and mandates of country-level task forces for Russia sanctions

Country Task force Mandate
Australia 6
Canada 8
France Coordinate implementation and strengthen EU sanctions enforcement
Germany Coordinate implementation and strengthen EU sanctions enforcement
Italy Pre-existing committee that now coordinates EU sanctions enforcement

Netherlands

Coordinate implementation and strengthen EU sanctions enforcement

Task force with mandate to coordinate government efforts to identify individuals

to sanction

New dedicated law enforcement unit Combating Kleptocracy Cell tasked with
investigating “corrupt elites”

United Kingdom

Dedicated sanctions
implementation body
and dedicated task force

Enhanced inter-agency efforts to coordinate sanctions implementation led by
dedicated Office of Financial Sanctions Implementation (OFSI)

OFSI granted statutory powers to request information from obliged entities on
sanctioned entities

Task force mandated with asset tracing as well as coordinating implementation
and strengthening sanctions enforcement

United States ) )
Dedicated sanctions

implementation body
and dedicated task force

sanctions

~yes; @ _no

France,'® Germany,'® the Netherlands,?® the UK*!
and the US?? have each set up distinct domestic task
forces with the mandate of implementing the Russia
sanctions. While the REPO Task Force was
established with a broader mandate of asset
freezing and civil and criminal asset seizure,?? the
existing national-level task forces - except for the US
task force - are less ambitious at least in their stated
goals. Most of them mention only the
implementation or enforcement of sanctions as
their objective, but do not provide any details of
how this can be achieved.

In the UK, the Foreign, Commonwealth and
Development Office (FCDO) established a task force
“to coordinate cross-government work to sanction
oligarchs, helping to build cases against the list of
oligarchs it has identified as targets”.?* However, the
government did not specify how the task force was
to work with existing structures such as Her
Majesty’s (HM) Treasury Office for Financial

Office of Foreign Assets Control (OFAC) dedicated to administering and enforcing

OFAC has enforcement authority against entities and individuals found to be
evading sanctions

Sanctions Implementation (OFSI). OFSI, which
otherwise leads the compliance and enforcement of
sanctions, has explicit statutory powers to compel
obliged entities to produce evidence and
documentation on the nature and amount of funds
held or controlled by designated persons.?* It can
also demand documentation to detect or obtain
evidence of the commission of a criminal offence.
However, it does not have a mandate to take steps
beyond sanctions, such as the confiscation of assets.

In the US, the domestic law enforcement task force
KleptoCapture has a distinct mandate to conduct
active asset tracing to support sanctions
implementation.?® One of its primary objectives is to
identify and crack down on sanctions evasion. This
approach has, in turn, enabled the confiscation of
frozen assets by linking them to the crime of
sanctions evasion.?” In addition, the US has
launched the Kleptocracy Asset Recovery Rewards
Program, which offers rewards payments for

13
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information leading to the seizure, restraint or
forfeiture of assets linked to foreign government
corruption more widely.?® In April 2022, the White
House further proposed a legislative package that
would create a criminal offence “making it unlawful
for any person to knowingly or intentionally possess
proceeds directly obtained from corrupt dealings
with the Russian government”.?® The proposal aims
to streamline the US government's efforts to seize
and forfeit Russian kleptocrats’ assets.

In the UK, the National Crime Agency (NCA) has set
up a new Combating Kleptocracy Cell which is
tasked with investigating corrupt elites through their
assets, targeting key enablers and supporting
sanctions enforcement.3® This mandate appears to
cover corrupt elites worldwide and is not focused on
just Russian or Belarusian kleptocrats. The NCA
states that the unit has a dedicated budget, but the
exact budget has not been made public.3" It also
remains unclear how the responsibilities of the new
unit are coordinated with existing anti-corruption
coordination and investigation bodies such as the
International Corruption Unit or the National
Economic Crime Centre.

Other task forces are primarily tasked with
coordinating implementation and ensuring
compliance enforcement in the private sector and it
is not clear to what extent they will or even can
engage in proactive asset tracing. In fact, there are
discussions on whether proactive asset tracing in
the form of requesting information from obliged
entities or other competent authorities, consulting
existing government databases, requesting or
sharing information with foreign counterparts and
performing other types of investigative work can be
initiated by law enforcement and FIUs in the context
of sanctions (that is, whether the fact that someone
has been designated is sufficient to trigger proactive
asset tracing).

In Germany, for example, law enforcement can only
initiate investigations into the ownership of assets
owned by foreign legal entities if there is an initial
suspicion that an asset is the proceeds of a crime.32
As the sanctioning of individuals does not constitute
such a suspicion, no investigations into complex
ownership structures can be undertaken. Similarly,

14

the Netherlands task force has stated it is merely
“re-examining” whether there are companies or
individuals whose assets could be frozen.

This distinction in mandate is important as
kleptocrats' assets are usually hidden behind layers
of secrecy provided by shell companies and trusts,
often registered in the name of nominees, proxies
and family members33 across different countries.34
The approach of only trying to match the name of
designated individuals to assets or relying on
obliged entities - such as financial institutions,
lawyers, real estate agents and accountants - to
freeze assets is unlikely to yield good results.

Active efforts to link high-value assets to their actual
beneficial owners are therefore paramount to
effective sanctions implementation. This will often
require investigations and the exchange of
information between the relevant authorities. With
only the US giving this mandate to its domestic task
force, large amounts of assets belonging to
sanctioned individuals will remain untouched.

It is also unclear to what extent the recently created
task forces and their members have been properly
resourced. Only the US has published information
on the budget available to KleptoCapture and
publicised plans to turn it into a permanent task
force.3> The US has stated that it will establish a
dedicated “kleptocracy team” focused solely on
Russia with an annual budget of US$3.5 million. The
UK's Combating Kleptocracy Cell is also intended to
be a permanent unit, but the government has not
detailed long-term funding plans.

The success of the REPO Task Force and the
national task forces, where they exist,
depends to a great extent on the
authorities’ ability to successfully link
assets to Russians of interest and take
additional steps to seize, confiscate and
return those assets to the victims of
corruption.
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|. NOWHERE TO HIDE

Dragged-out reforms and insufficient implementation of key
transparency measures - the very same deficiencies that
kleptocrats have abused for decades - risk undermining

accountability efforts.

For years, kleptocrats and the corrupt have been
using anonymous companies and trusts to hide
their identity and the source of their money when
investing and laundering the proceeds of grand
corruption. What's more, they have been able to
leverage such assets to influence elections, sway
decision-making and launder their reputation. This
is particularly true of Russian kleptocrats.3¢

Transparency International’s analysis of the Russian
Asset Tracker3” - an effort by investigative
journalists coordinated by the Organized Crime and
Corruption Reporting Project (OCCRP) - illustrates
the pattern well. When launched, the tracker
contained information on 11 sanctioned individuals
and 149 assets connected to them, ranging from
real estate and yachts to company shares. Only in
two cases were the assets registered in the name of
the individual. In all other cases, the assets were
held through legal entities or trusts and often
through complex ownership structures. The
structures frequently made use of companies or
trusts set up in secrecy jurisdictions like Cyprus,
Bermuda, the British Virgin Islands and the Isle of
Man.

Anonymous companies and trusts have
made it easier for kleptocrats to purchase
real estate or other luxury goods
throughout the countries covered by the
research. Now, the lack of transparency is
making it much more difficult for the
authorities to trace assets connected to
them, enabling the elites to remain
unpunished.

This section assesses the likelihood that the
assessed countries will have at their disposal
sufficient and actionable information on the
ownership of companies, trusts and assets to
support sanctions implementation as well as civil
and criminal investigations. It also sheds light on
how prepared countries are to prevent their
companies, trusts and real estate sectors from being
abused by kleptocrats in the future.

15



TRANSPARENCY INTERNATIONAL

BENEFICIAL OWNERSHIP TRANSPARENCY
OF COMPANIES

The use of anonymous companies is one of the
main methods used by kleptocrats to hide their
wealth. The challenges faced by REPO Task Force
countries to freeze assets held by sanctioned
individuals are largely a result of the complex
ownership structures of companies set up in secrecy
jurisdictions with the help of a long list of
professional enablers.3® Corrupt individuals can
register such companies in countries with limited
ownership disclosure requirements and use
nominee directors and shareholders to manage
their companies for them.3® Frequently, family
members or close associates are also named as
beneficiaries in order to obscure the true ownership
of the company buying an asset.

Our research shows that despite the commitments
and pledges to improve company ownership
transparency made by REPO Task Force countries in
different international fora - such as the G7, G20
and the Financial Action Task Force (FATF) - the
current rules and practices are still far from
satisfactory.

Australia,*® Canada,*! Italy,*? and the US*3 still rely
on information collected by financial institutions to
be able to identify the beneficial owner of
companies. The FATF has now agreed that this

approach is not satisfactory and that it hinders
timely access to information by the competent
authorities.* In this context, the absence of a
centralised register of beneficial ownership
information presents a major gap to address.

In Canada, the government has accelerated the
timetable to implement a centralised, public register
by 2023.45 However, draft amendments to the
Canada Business Corporations Act have not yet
been published.

Italy lags significantly behind in the implementation
of the EU’'s 5th Anti-Money Laundering Directive
(AMLD), which required all EU Member States to
establish public beneficial ownership registers by
January 2020.

In the US, Corporate Transparency Act of 2020
authorises the creation of a centralised register
containing beneficial ownership information of
companies. The register, however, will not be open
to the public.#¢ The Financial Crimes Enforcement
Network (FinCEN) has recently consulted
stakeholders on the implementation of the register
in the US*” and, at this stage, the exact features of
the register are still unclear.

Australia lags even further behind. No concrete
steps have been taken to implement commitments
under the G20 High Level Principles adopted at the
2014 Brisbane Summit and the country's own 2016-
2018 Open Government Partnership Action Plan.*84°

Table 2. Progress with the establishment and accessibility of beneficial ownership registers for companies

Country Central register in place
Australia 8
Canada
France
Germany

Italy
Netherlands
United Kingdom
United States

- yes; & _no; ©- forthcoming; @ - will be; @ _ will not
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Only France,® Germany,>' the Netherlands>2 and
the UK>3 have central beneficial ownership registers
that are up and running. In all four countries, access
to the register is open to the public. In France and
the UK, access is free of charge. In the UK,
moreover, information is also available in open data
format and the government has recently announced
its commitment to implement the Beneficial
Ownership Open Data Standards.>*

In Germany and the Netherlands, certain
restrictions such as registration requirements, fees
and limited search functions limit the usability and
effectiveness of the register.5>

In the Netherlands, delays in the implementation of
the register have meant that companies are taking
longer to populate it. Companies had until 27 March
2022 to submit information on their beneficial
owners to the register. The government estimates
that only around 52 per cent of Dutch companies
complied with this deadline, with information on
700,000 to 800,000 companies still outstanding.>®
These low levels of compliance further restrict the
ability of the register to be used as an effective
transparency tool.

Another challenge relates to the accuracy of the
information in existing registers. At present, none of
the countries has put in place effective verification
mechanisms, whose absence limits the reliability
and therefore the usefulness of the registers.
Register authorities do not have the mandate and
consequently the resources to undertake any
independent checks on the information provided by
companies or beneficial owners.

In France, greffiers (court clerks) are responsible for
verifying beneficial ownership data submitted to the
register.’” However, there is no information either
on the types of verification mechanisms used or on
the number of audits conducted. The stable
employment figures at the National Council of
Clerks of Commercial Courts since the introduction
of the new obligation in 2016 also raise questions
about whether they are adequately staffed and
resourced to effectively undertake the task.58

BENEFICIAL OWNERSHIP TRANSPARENCY
OF TRUSTS

Trusts are another preferred vehicle of kleptocrats
as they enable property or assets to be managed by
one person on behalf of another. In a trust, the
original owner (“settlor”) transfers assets into a
trust, to be held and managed by the “trustee” for

UP TO THE TASK?

the benefit of the “beneficiaries”. One of the
challenges in tackling the misuse of trusts is that
control and ownership are explicitly separate and
multiple individuals with different roles (settlor,
beneficiary, trustee) could qualify as beneficial
owners. Such trust structures are often combined
with complex ownership constructs using multiple
anonymous companies to further obscure the
ultimate beneficial owner.5°

Our research shows that, as with the register of
beneficial owners of companies, countries are
lagging behind in their commitments to improve the
transparency of legal arrangements.®? Only three of
the covered countries have a register with beneficial
ownership information for trusts. As with the
companies, the lack of a trusts register presents a
substantial gap in Australia,6' Canada,%? Italy,%3 the
Netherlands®* and the US.5>

In the US, even under the approved Corporate
Transparency Act, newly imposed beneficial
ownership reporting requirements will not apply to
most types of trusts.

Italy and the Netherlands lag significantly behind
their EU counterparts in implementing the register
of trusts by June 2017 as stipulated by the EU's 4th
AMLD.% The EU 5th AMLD later requires member
states to ensure individuals with legitimate interest
gain access to the register, which Italy and the
Netherlands have also not met.6” The delay poses a
substantial weakness in both countries’ defences
against dirty money. The Netherlands is of particular
concern owing to the importance of Dutch
companies in providing trust services worldwide.®®

The Netherlands is expected to implement the
register in 2022, although the date will be confirmed
via a separate Royal Decree that remains pending at
the time of writing. Italy has approved the necessary
legislation for the register of trusts but the relevant
implementing decree is also pending. France®® and
the UK70 have put in place beneficial ownership
registers of trusts that are free to use. However,
they require the demonstration of a “legitimate
interest” to access the information. In practice, this
requirement may restrict access to the information
as requestors would need to provide evidence of
how the information would help them further
investigations into financial crime.

Germany”! is the only analysed country with a
register of trusts that is accessible without having to
demonstrate a legitimate interest. However, as it is
included in the joint transparency register
(“Transparenzregister”), obtaining information
requires the payment of a fee and prior registration.
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Table 3: Progress with the establishment and accessibility of beneficial ownership registers of trusts

Country Register in place

Australia e
Canada 8

France
Germany
Italy
Netherlands

United Kingdom

United States e

Public access Free access

oS
QOO

- yes; D _no, ©- forthcoming; “ - partial: access by legitimate interest; @ - will be; @ - will not be;O - will be partial

TRANSPARENCY OF REAL ESTATE
OWNERSHIP

The real estate sector has been an easy and
convenient place for kleptocrats to secretly launder
or invest stolen money and other illicitly gained
funds. As scandals have shown, property is often
purchased through anonymous shell companies or
trusts without proper due diligence by the
professionals involved in the deal. In 2017,
Transparency International’s research showed that
the ease with which such anonymous companies or
trusts can acquire property and launder money in
the attractive real estate markets of Australia,
Canada, the UK and the US is directly related to
insufficient AML rules and enforcement practices.”

This analysis finds that the lack of transparency in
the real estate sector remains a major issue. It also
finds that additional gaps in existing frameworks
challenge the efficacy of recently approved
transparency measures.

il Australia, British Columbia in Canada, France, Germany,
Italy, the Netherlands and partially the UK

v Germany
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Real estate registers

To start with, access to relevant real estate data,
including ownership, is limited across countries
included in the research.

Australia,”® Canada,’”* Germany?’> and the US7¢ do
not have centralised registers of land or real estate
ownership. The information is maintained by
subnational registers, with varying rules regarding
the types of information that is collected, disclosed
and how it can be accessed.”” Public access to
information is often restricted or made more
difficult, for example by charging a fee, i requiring
the demonstration of a legitimate interest,” or poor
levels of digitalisation.v

With a few exceptions, none of the countries
currently collects information on the beneficial
owner of properties owned through legal entities
and trusts. In countries that have beneficial
ownership registers, such as France, Germany, the
Netherlands and the UK, it is possible to cross-check
the data with the relevant beneficial ownership of
companies register, provided that the company is
registered in the country.

v Germany, France, Italy, Scotland and Northern Ireland in
the UK, and the US



In Canada, British Columbia introduced a register
that contains the names of beneficial owners of any
company, trust or partnership owning real estate.
The authority administering the register can issue

UP TO THE TASK?

information about beneficial owners. The register is
a particularly welcome transparency measure in
Canada, despite drawbacks like search fees and a
lack of data verification, for being the first-of-its-kind

fines for failing to declare or for providing false in the country.

Table 4. Overview and accessibility of real estate ownership registers

Availability of beneficial
ownership data on
foreign owners of

properties

Availability of data on
the beneficial owners
of properties

Type of

Country register

Availability of data

Depending on the register, access is free or
Subnational requires a fee. Digitalisation of documents is 8 8
uneven.

Australia

British Columbia has a public land ownership Q 8
transparency registry that is accessible online for
a fee. Other provinces have registers containing
legal ownership data available for a fee.

Canada Subnational

British Columbia: British Columbia:

Information on private real estate ownership
only available on request or from authorities.
Centralised Information about real estate owned by legal
France & entities available online in open data format. 8
subnational Property extracts with historical data and
detailed information available from sub-national
registers for a fee.

Access to regional registers is restricted to

| people with a “legitimate interest”. Information
can be requested online but many documents
are not digitised.

Germany Subnationa

) Access to the online portal requires the payment
Italy Centralised P g pay 8

of a fee.

%)

Publicly accessible for a fee and the large

Netherlands - Centralised majority of documents are digitalised.

%)

Real estate data available in national registers
(England and Wales, Northern Ireland, General

Subnational Register of Sasines and a new land registry in
Scotland). Access is available online for a fee with
some information available for free.

United
Kingdom

Real estate data available at county-level. This

. . data is not recorded in a standardised way and
United States Subnational . S ) .
information is hard to search, including for law 8 e

enforcement.”®

* - foreign companies can buy real estate without registering or otherwise declaring their beneficial owners
-yes; % - no; " - partial: possible to cross-reference with the beneficial ownership register for properties owned by
domestically incorporated companies; “ - forthcoming
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Real estate ownership through
foreign companies

Six of the eight countries covered by the research
have a substantial loophole in their legal framework
that makes their real estate sectors vulnerable to
dirty money, despite the recent adoption of
transparency measures.”® In Australia,®® Canada,?
France,® Italy,3 the Netherlands® and the US,%
foreign companies are currently not required to
disclose their beneficial owners to purchase a
property. Furthermore, as they are allowed to
purchase real estate property without having to
register a branch or subsidiary in the country where
the property is located, the disclosure rules followed
by domestic companies, including those on
beneficial ownership, also do not apply.

In France and the Netherlands,8 the beneficial
owner of properties owned through French or Dutch
companies can be identified by cross-checking the
data with the information in the beneficial
ownership register of companies. Information on
the beneficial owner of properties owned through
foreign companies, however, is not available at all.
In such cases, finding the real owner of a property
will depend on whether the company’s country of
incorporation has a beneficial ownership register.
Upcoming research by the Anti-Corruption Data
Collective, Transparency International and
Transparency International France estimates that
about 25,000 properties owned by legal entities in
France are owned through foreign companies
directly, without their registration in French
company register. No information on the real
beneficial owners of these companies is available.

The same loophole will also affect Italy and the US
after their planned beneficial ownership registers
are put in place. So far, the Corporate Transparency
Act does not include provisions to create a
requirement for foreign companies buying real
estate to submit information to the beneficial
ownership register. In Italy, foreign companies can
buy real estate without having to register locally.?”
Unless the new regulation on the establishment of a
beneficial ownership register of companies includes
disclosure requirements for foreign companies,
there will be a gap.

In the UK, the loophole has been systematically
highlighted by civil society organisations in recent
years. Research by Transparency International UK
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revealed there are still almost 90,000 properties in
England and Wales that are owned by opaque
offshore companies.® The government made
commitments back in 2016 to address the issue.8?
Only now, with the invasion of Ukraine, has the
government found parliamentary time to deliver on
the commitment to introduce transparency over
who really owns offshore companies holding UK
property through the Economic Crime
(Transparency and Enforcement) Act 2022.%0

In Australia and Canada, there is no systematic
capturing of beneficial ownership data on property
owners at all, except for the Canadian province of
British Columbia.

Only in Germany are foreign companies currently
required to register with the country’s beneficial
ownership register in order to invest in real estate.?!
Notaries are required to verify the registration with
the transparency register before notarising the
purchase.

The EU Anti-Money Laundering Package proposed
by the European Commission in July 2021 also aims
to close the loophole.?? Specifically, it would require
foreign companies purchasing real estate or
engaging with obliged entities across Member
States to declare their beneficial owners to the
company beneficial ownership registers. At the time
of writing, the package is still being debated in the
European Parliament.

TRANSPARENCY OF LUXURY GOODS
OWNERSHIP

None of the countries covered in the analysis
collects and publishes the beneficial ownership of
registered yachts or private planes systematically.
More often than not, yachts and planes are owned
by legal entities, often incorporated in secrecy
jurisdictions. As with real estate purchases by
foreign companies, this allows kleptocrats to
circumvent transparency rules in countries that do
not require foreign companies to register their
beneficial owners. They can avoid scrutiny
altogether in countries that do not have beneficial
ownership registers at all. No country collects
beneficial ownership information in their registers
of vessels or aircraft.
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Table 5. Availability of beneficial ownership information for luxury goods

Country Yachts Private planes
Australia (X (%]
Canada (X (%]
o o
Germany (X (%]
taly (X X
Netherlands (X (%]
United Kingdom (X (%]
United States (X (%]

Q—no

Photo: Juan Poyates Oliver/Handout via REUTERS
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1. NO ONE TO HELP

National frameworks have significant gaps when it comes to
regulating gatekeepers of the financial system. But even in
countries where anti-money laundering obligations extend to key
professions, compliance remains patchy.

As various cases have shown, any business
transaction done by Russian kleptocrats in Western
economies will have been undertaken with the help
of a wide array of lawyers, accountants, bankers,
investment advisers or real estate agents. These
gatekeepers are as crucial for the functioning of the
legitimate financial system as they are for the
integration of dirty money. As such, they are
uniquely placed to identify and report on criminals
or sanctioned individuals seeking to evade scrutiny.

This section assesses the comprehensiveness of
national frameworks to regulate the priority
gatekeeper sectors of real estate agents, lawyers,
trust and corporate service providers, and
investment fund managers. It also investigates
whether there is evidence of at least minimal
compliance by the private sector and identifies
where there are clear and obvious gaps that need to
be addressed.

ANTI-MONEY LAUNDERING REQUIREMENTS
FOR GATEKEEPERS

In contravention of global AML standards, Australia,
Canada and the US have not regulated all key non-

V'In Australia, current loopholes in the system allow non-
licensed third-party providers to sell nominee director or
shareholder services, ensuring that the real identities and
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financial gatekeepers. In the three countries, some
of these professionals are under no regulatory
obligation to undertake customer due diligence,
identify the beneficial owner of legal entity clients or
identify their source of wealth. They also do not
need to report suspicious transactions to
authorities.

Even more significantly, in Australia,®® Canada®* and
the US,%> neither trust and corporate service
providers nor the legal profession have any
regulatory AML obligations. Among the array of
services that lawyers can provide to corrupt
individuals is the important service of setting up and
administering companies and trusts. In addition,
lawyers often act as nominees or trustees, acting in
accordance with the fiduciary requirements set up
by the settlor.

Real estate professionals do not fall under AML
regulation in Australia or the US. This is a serious
vulnerability, especially given the lack of
transparency in property ownership.

In line with the EU rules, France,®® Germany,?” Italy®®
and the Netherlands® impose AML requirements on
gatekeeper professions. So does the UK.'0°

ultimate beneficiaries are kept hidden, allowing opaque
business structures to flourish.
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Table 6. Overview of anti-money laundering requirements for key gatekeeper professions

Country Real estate agents Lawyers

Australia 6 e
Canada e

France
Germany
Italy

Netherlands

United Kingdom

United States ° 8

-yes
-no

corporate service

Trust and
Investment fund Luxury goods

R managers dealers
providers

* t *kkk

*% *kkk

*kk Q e

*_ partial: only trust service providers who are considered to be financial institutions are covered
** _ trust service providers have AML obligations but lawyers, who can set up trusts, are excluded

*k

service providers are excluded from AML obligations

dkkk

* _ only trust companies that are considered to be providing the services of financial institutions are covered; many trust

- only jewellers and dealers in precious metals and stones have AML obligations.

t_ AUSTRAC regularly issues exemptions for investment managers

Investment fund managers

De facto anonymity granted to end investors in
private investment funds,'®! such as hedge funds
and private equity, poses a key vulnerability to the
effective implementation of sanctions, and allows
criminals and the corrupt to integrate funds in the
financial system. Reporting by The New York Times in
March 2022 uncovered how sanctioned Russian
oligarch Roman Abramovich used shell companies
to invest billions of US dollars anonymously in
hedge funds in the US.'92 The reporting highlighted
how kleptocrats, with the help of a vast array of
professional enablers, can abuse the lightly
regulated investment fund sector to remain
anonymous while investing billions of potentially ill-
gotten gains.

Our research shows that current regulations in the
investment funds industry remain widely open to
abuse by kleptocrats and criminals. Fund managers
are not universally required to have customer due
diligence programmes or submit suspicious

transaction reports. In countries where anti-money
laundering obligations are in place, the information
held by investment fund managers is often the only
source of information available to authorities to
identify the end investors of funds.

In most countries, the managers are required to
hand over this information only as part of an
ongoing investigation. This significantly hampers the
authorities' ability to proactively trace assets linked
to sanctioned individuals or investigate assets that
may be the proceeds of corruption. In addition, the
reliance on private sector-led compliance data
results in vulnerabilities related to beneficial
ownership threshold definitions and poor
compliance.103

AML obligations

Seven of the eight covered jurisdictions impose AML
obligations on investment fund managers.'% Only in
the US are investment advisers not required to

conduct customer due diligence on their clients, nor
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are they required to identify the end investors.%
While securities brokers have AML obligations, in
cases where investments are made outside of listed
exchanges (meaning private equity, hedge funds,
venture capital, etc.), corrupt individuals can invest
their ill-gotten gains without any required checks by
their counterparts.

In Australia and Canada, where lawyers are not
included as obliged entities, customer due diligence
is made substantially more difficult for fund
managers seeking to identify their end investors if
their funds are managed by legal professionals.

In Australia, the dedicated supervisor AUSTRAC
seems to regularly give exceptions to imposed AML
obligations to investment funds.'% These
exemptions are given on a case-by-case basis,
considering the risk level associated with the
business. The latest FATF mutual evaluation of
Australia, however, concluded that exemptions
given to investment funds did not seem to be
“sufficiently justified as low risk”.197

Authorities’ access to information on
the end investors of funds

Significantly, in no country covered in the research
do authorities have direct and immediate access to
information on the end investors of funds, for
example via a register or similar database. In all
jurisdictions, authorities can only request
information held by obliged entities as part of their
“Know Your Customer” obligations.

Most investment funds are registered as legal
entities and must therefore comply with beneficial
ownership disclosure rules, where applicable (e.g.,
France, Germany, the Netherlands, and the UK).
However, experience from Luxembourg - one of the
most important investment fund hubs in the world -
shows that even in these cases, the information on
the actual end investors of funds is unlikely to be
available.’% Investment funds have often declared
only those investors holding more than 25 per cent
of shares (which is unlikely to happen due to the
nature of pooled funds) or the name of the asset
manager who manages the fund. From an AML
perspective, understanding the source of funds
being pooled and the real beneficiaries of an
investment fund is crucial.’°? As a result, authorities
are wholly reliant on the strength of fund managers’
due diligence programmes. Reliability is an obvious
issue as data held by obliged entities are not
validated, supervision is weak, and there is a risk of
complicity or negligence. In addition, information on
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end investors may not be fully collected as the
thresholds included in the legal definition of
beneficial owners may allow investors to hide
behind companies of which they are not a 25 per
cent shareholder or which do not meet the
requirement for control.

In addition, FIUs in Canada,"'® Germany,""" and the
UK''2 do not have unrestricted access to “Know Your
Customer” data. Such data can only be requested as
part of an ongoing criminal investigation by law
enforcement or in response to a court order. In the
UK, the FIU can issue a Section 7 gateway request
for voluntary disclosure of this information by
reporting entities.'3 This can also be issued in the
context of a civil investigation. There is no publicly
available data on the level of compliance with these
requests.

In Australia,'"# Italy,""5 the Netherlands,"® and the
US,"7 both law enforcement and the FIU have the
authority to request additional “Know Your
Customer” information from obliged entities as part
of their analysis. Owing to the lack of AML
obligations on financial advisers, the US's FIU can
only request the information from fund managers
who voluntarily hold the required information.

REPORTING SUSPICIONS TO AUTHORITIES

Suspicious transaction reports are an important
pillar of AML frameworks. Using their privileged
position as gatekeepers of the financial sector, real
estate professionals, lawyers, and trust and
corporate service providers must, according to
international standards, flag and report suspicious
transactions to the authorities for further
investigation.

However, this approach poses many challenges.
Under-reporting, over-reporting, late submissions,
poor-quality reports and the lack of feedback have
all been highlighted by the public and private
sectors. Media investigations such as the FinCEN
Files have further highlighted these issues as
hindering the effective use of the tool to detect and
investigate corruption and financial crime.""®

Investigating the number of reports submitted by
obliged entities in a sector can provide an indication
of the types of challenges faced regarding private
sector compliance. It is important to note that the
absolute number of reports does not conclusively
indicate the effectiveness of reporting in a sector.
Nor is it an indication of the quality of the submitted
reports. However, it can indicate whether any



reporting is taking place or whether the level of
reporting is clearly and obviously low for the size of
the reporting sector (either by number of
institutions, size of market or number of
transactions) or in relation to the inherent risk of
money laundering in the sector.

Real estate agents

In the real estate sector, reporting by real estate
agents can be a powerful tool to identify any
potential laundering of ill-gotten gains. However, in
the countries where real estate professionals have
reporting obligations, reporting remains patchy. In
some cases, the frequency of reporting is clearly
deficient in relation to the population of real estate
agents and the size of the real estate market.

For example, in France, back in 2016, the country’s
FIU TRACFIN expressed concern over the low level of
suspicious transaction reporting from the real

estate sector, particularly in relation to transactions
involving politically exposed persons and high-value
cash transactions.”? In a more recent report, in
2020, TRACFIN criticised that the reporting of high-
value transactions remained low.'20 Further, the
FATF highlighted low reporting activity by real estate

agents relative to the size of the sector in the 2022
Mutual Evaluation Report.'?’

Photo: bloodua/Shutterstock
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US geographic targeting orders

Since 2016, the Financial Crimes Enforcement
Network (FINnCEN) in the US has issued geographic
targeting orders (GTOs) that require title insurance
companies in selected metropolitan areas deemed
as high risk for money laundering to report
beneficial ownership information for higher-value
residential real estate purchases above a defined
threshold.’? The GTOs are aimed at “cash-only”
transactions, which can take place without the
involvement of obliged entities such as banks.

The GTOs remain an incomplete tool and should
be replaced by a permanent rule that covers the
real estate sector in the US. Firstly, the GTOs do
not cover the entire real estate market but only
designated metropolitan areas and transactions
over a certain threshold. Outside of these areas
and below these thresholds, dirty money can flow
into real estate anonymously. Secondly, the GTOs
only require the reporting of beneficial owner data.
They do not require customer due diligence checks
or suspicious transaction reporting associated with
comprehensive AML obligations for gateway
professions. Thirdly, they are not consistent and
FinCEN has regularly updated the reporting

thresholds and requirements when reissuing
GTOs.
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Trust and corporate service providers

Significant issues with compliance and with the
quality and quantity of reporting of suspicious
transactions also seem to persist among trust and
corporate service providers. For example:

+ Inthe UK, some 1,629 registered standalone
trust or company service providers (TCSPs),'23
reported only 31 STRs in April 2019 - March
2020.">* This would mean that only a maximum
of 1.9 per cent of registered TCSPs reported even
one STRin the stated period, which is obviously
and suspiciously low given the risks in the sector.
This is in line with an observation made by the
FATF during the 2018 Mutual Evaluation of the
UK, which highlighted the under-reporting of
suspicious transactions in the high-risk TSCP
sector.'?>

+ In Germany, the FIU received only 13 STRs in
2020 from a total of four TCSPs. While the total
number of registered TCSPs in Germany is not
publicly known, the 2020 sectoral risk
assessment for legal persons and legal
arrangements stated that there are 20,379
registered Treuhand legal arrangements with
legal capacity (deemed medium risk) and 1,997
Treuhand legal arrangements without legal
capacity (deemed high risk) in Germany.'2¢ While
some of these will be administered by lawyers or
notaries, the high number of such trust
arrangements stands in stark contrast to the
limited reporting in the sector.

+ In France, TRACFIN specifically highlighted the
poor reporting by lawyers, with 16 STRs reported
in 2020, as a key gap in the effectiveness of its
AML system. Lawyers, who can set up and
administer trusts in France, are among the
professional groups reporting the fewest STRs
per year.'?’

Luxury goods providers

Challenges in freezing the yachts, private planes and
other luxury goods owned or controlled by Russian
kleptocrats have highlighted the need for more
transparency in luxury goods ownership.'?® While
the freezes of several yachts linked to kleptocrats
have made international headlines, the reality
shows that kleptocrats are able to hide the majority
of their high-value assets behind layers of secrecy.
This illustrates the need for transparency registers
of high-value assets and the need for luxury goods
dealers to conduct checks and report to authorities.
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In Australia,’?® Canada'3® and the US,'3' there are no
AML obligations for luxury goods providers outside
of jewellers. Nor are there any for luxury businesses
that handle large amounts of cash. This allows
corrupt individuals to transfer their ill-gotten gains
into high-value luxury goods that they can either use
or resell to further hide the origins of their wealth.
France,'3? Germany,'* Italy,'3* the Netherlands'3>
and the UK'3¢ have put reporting obligations on
dealers in luxury goods, including some with
universal reporting requirements for large cash
transactions.

Poor compliance with AML
obligations by the private sector

In other cases, authorities report challenges
related to the quality of AML measures applied by
the private sector. In Germany, the judge tasked
with overseeing AML compliance by notaries in
Berlin expressed significant concerns with the
quality of compliance.'®” The judge noted that in
many cases no natural person was being identified
as beneficial owner, checks of politically exposed
persons were not being taken seriously and even a
new prohibition against documenting sales
without reporting the beneficial owners was being
violated in cases that involved complex ownership
structures.

In France, the FATF highlighted poor compliance by
TCSPs with AML obligations.'38 In a 2019 audit by
the French authorities, only 31 per cent of
registered TCSPs had risk management and
reporting systems in place. Further the sector only
reported 25 STRs in 2020, most of which came
from a single operator.
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l1l. NO IMPUNITY

The powers, resources and tools available to the authorities
tasked with freezing, seizing and confiscating illicit assets are
currently inadequate. Financial intelligence units, in particular,

are under-resourced across most countries.

Breaking the cycle of impunity for corruption and
money laundering requires robust action against
those profiting from corruption - from perpetrators
to enablers. To fully achieve justice, the ultimate
objective should be to recover and return stolen
assets to the victims of corruption. This is only
possible, however, if authorities efficiently gather
intelligence and investigate complex, cross-border
cases. In addition, achievement of the stated
ambition of moving from freezing to eventually
seizing and confiscating kleptocrats’ assets - in
accordance with human rights principles and the
rule of law - depends on the availability of adequate
legal avenues.

This section provides an analysis of the resourcing
of the financial intelligence units in the covered
countries as well as any dedicated anti-corruption or
AML units in law enforcement. It also provides an
overview of the available tools for asset confiscation
in the context of investigations into suspected
corrupt individuals or their illicit wealth.

FINANCIAL INTELLIGENCE UNITS

Financial intelligence units (FIUs) are one of the
most important government agencies tasked with
combatting financial crime. Their core function is to
receive and analyse suspicious transaction reports
(STRs) and produce financial intelligence for further
investigation by law enforcement and other
authorities, where relevant. They also support and
coordinate the exchange of information with foreign
FIU counterparts. In some countries, FIUs have
additional responsibilities as they function as the

primary regulators and/or anti-money laundering
supervisory bodies (see Table 7).

Owing to their close connection to obliged entities
as the principal recipients of STRs, they also play a
pivotal role in sanctions implementation. The
capacity of an FIU to process incoming STRs and
produce actionable intelligence is crucial to the
authorities’ ability to investigate and prosecute
financial crimes. In addition to having adequate
powers and tools to undertake their tasks, the
adequate human and financial resourcing of FIUs is
also paramount for their effective tackling of
financial crimes.

Budgetary resources

An FIU's resources should be adequate for the size
of the reporting sectors, the size of the economy
and financial sector, and the identified money
laundering risks in supervised sectors.3? Sufficient
resources should also be allocated to allow FIUs to
perform all their functions effectively. Our research
shows that when viewed in relation to GDP, the
budgets of the FIUs vary substantially.4°
Particularly, the UK and the US stand out as
dedicating fewer resources than their counterparts
in France and the Netherlands. Australia and
Canada dedicate the largest budgets in relation to
GDP to their FIUs, but the figures need to be viewed
in the context of AUSTRAC's and FINTRAC's
additional supervisory responsibilities.

Regularly publishing the budget and operational
data of FIUs is paramount to enable public scrutiny
and ensure government agencies can be held to
account.
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FIU ANNUAL BUDGET AS SHARE OF GDP (2020, USS)

AUSTRALIA* = 0.0076%
CANADA* = 0.0029%
FRANCE - 0.0008%
GERMANY (7]

ITALY (7]

NETHERLANDS ~ F— 0.001%
UNITED KINGDOM** 0.0002%
UNITED STATES* 0.0006%

Source for GDP figures: World Bank

* The FIUs of Australia, Canada and the US have additional responsibilities and consequently expected to have larger

budgets.
** Data for UK FIU budget is from 2017/2018.

In the 2022 fiscal appropriation, FinCEN received a
roughly US$30 million (25 per cent) increase to its
core budget.’! However, even with this increase,
the annual budget as share of GDP at 0.001 per cent
would still be insufficient considering the size and
significance of the US financial market, along with
the known money laundering risks and FinCEN's
broader responsibilities. Also, FIinCEN is responsible
for implementing, administering, and enforcing
compliance with the Banking Secrecy Act and
associated regulations. Possibly because it lacks the
adequate human and financial resources, FinCEN
currently delegates some of these responsibilities -
particularly around supervision and examination -
to other federal regulators. Nonetheless, FinCEN
supports, coordinates and analyses data regarding
compliance examination functions that are currently
delegated.? FinCEN is also responsible for the
regulation and implementation of the beneficial
ownership register and has been tasked to lead
rulemaking to strengthen anti-money laundering
provisions for the real estate sector. The allocation
of resources should consider these additional
responsibilities.

Germany and Italy notably do not publish the
annual budgets of their FIUs.'3 In France and the
UK, FIU budget data are not published regularly.
Some historic data were available publicly through a
response to a question in Parliament (UK) for the
fiscal year 2017/2018 and data provided to the
OECD (France) for 2020.
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Germany'’s FIU

At first glance, Germany's FIU appears to be an
exception to the resourcing issues observed in the
case of other FIUs. However, the anti-money
laundering architecture in Germany has changed
significantly in recent years. This makes
interpreting the data particularly difficult.

In 2017, the German FIU was transferred from the
police to customs and transformed into an
administrative body. Both staff and the number of
STRs have since increased quickly. STRs have
increased from 46,000 in 2016 to 300,000 in 2021.
At the same time, staff grew from 100 in 2017 to
580 at the beginning of 2022.144

At the same time the political debate around the
German FIU illustrates that issues go beyond just
numbers. Missing IT infrastructure and lacking
access to data led to a big backlog of cases and
limited added value during the inception period.
These initial issues have largely been settled but
complaints of poor quality of reports and delays
persist. But most importantly, the basic questions
around whether the FIU has to, should, or is not
allowed to apply a risk-based approach are not yet
conclusively settled. In 2021, this even led to a raid
of the FIU as well as the ministries of finance and
justice by prosecutors alleging obstruction of
justice.'4>



Human resources

The majority of FIUs across the covered countries
are clearly too under-resourced to reasonably
perform their tasks.'#®'47 For instance, considering
the FIU's core task of processing and disseminating
financial intelligence, publicly available information
shows staff numbers are insufficient to allow for the
FIUs to effectively assess information being reported
through STRs.

The graph below maps the FIUs by the number of
STR received in relation to the size of the economy
and their staff levels in relation to the economy."i
Higher value along the x-axis indicates higher
number of STRs received, which could be linked to
the size of the financial sector, lower reporting

UP TO THE TASK?

thresholds, higher awareness of risks or possible
overreporting. Higher value along the y-axis
indicates higher dedication of resources to the FIU
in relation to the size of the economy, possibly due
to additional responsibilities of the FIU or priority
given to the fight against financial crime Vi

A few patterns can be observed. The FIUs of the UK
and the US stand out as having too few staff in
relation to the size of the economy and the levels of
reporting. In the case of US, the staff levels seem
particularly low considering FInCEN’s additional
regulatory and enforcement obligations, even if
some of them are currently delegated to other
authorities. A similar reporting behaviour can be
observed in France, Germany and Italy, but with
varying staff levels.

FIUS BY STAFFING AND REPORTING IN RELATION TO THE SIZE OF THE ECONOMY

0.30

0.25

0.20 GERMANY

|

FRANCE

0.10
ITALY

0.05

Staff per billion GDP (2020, US$)

40 60 80 100 120 140

UNITED STATES*

AUSTRALIA*
CANADA*
UNITED KINGDOM

180 200 220 240 260 280

STRs per billion GDP (2020, US$)

Vil In Germany and the UK, the government does not
consistently publish employment figures for the FIU. The
available data come from a parliament press release
(Germany) and stated hiring plans (the UK). The other
countries covered in the research publish annual
employment figures in their FIU annual reports or budget
documents.

viiThe Netherlands FIU is excluded from the analysis as the
low threshold for the submission of reports distorts
reporting indicators.
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However, accurate data on the share of staff
working directly on STR analysis and financial
intelligence were not available across most
countries. In Canada,’® 111 of the total 390 full-time
staff members are tasked with the production and
dissemination of financial intelligence. In Italy,'4° 90
of the total 153 staff members are analysts.

In Australia and Canada, the figure is also skewed as
the FIU holds significant regulatory and supervisory
responsibilities, with staff further stretched between
FIU analysis and supervisory functions, including
inspections (see Table 7). In Australia, for example,
AUSTRAC oversees the compliance of more than
16,000 reporting entities with their anti-money
laundering obligations. The exact number of staff
working on the FIU's core receipt, analysis and
intelligence function is likely to resultin a
significantly higher ratio of STRs per analysis staff
member.

Also noteworthy is that differing reporting
thresholds in the countries covered in the research
impact the total number of incoming STRs. For
example, in the Netherlands, all unusual
transactions are reported to the FIU without the
prerequisite of “suspicion of a crime”. The Dutch FIU
is the one analysing the “unusual transactions

reports” (UTCs) and declaring them as suspicious
transaction reports.'>® In Canada, the law requires
the reporting of suspicious transactions where there
are “reasonable grounds” to suspect crime as
opposed to simple suspicion - as is the case in the
UK, for example. The total number of STRs also
depend on the number of reporting entities
required to submit reports to the FIU. In the
countries assessed, this figure varies as not all
sectors have anti-money laundering obligations
across countries (see Table 6).

In the Netherlands, the UK and the US, the caseload
arising from incoming reports is particularly stark.
With well above 5,000 reports per FIU staff member
in a given year, it can be assumed that, even with
rigorous risk-based prioritisation, many high-risk
reports may not be adequately processed and
analysed for the commission of potential crimes. In
the UK, the FATF has criticised this lack of resourcing
in its mutual evaluation report, expressing a “serious
concern” over the FIU's limited analytical
capability.’? In Canada, if the number of incoming
reports is divided by the number of analysis staff
working at the FIU, the resulting figure of 4,217
reports per staff member in 2020 is also indicative
of a substantial caseload.

RATIO OF STRS RECEIVED BY FIUS PER STAFF MEMBER (2020/2021)

AUSTRALIA* = 800
CANADA* —— 1,200
FRANCE — 585
GERMANY — 517
ITALY — 740
UNITED KINGDOM 5,300

* The FIUs of Australia and Canada have supervisory responsibilities and FinCEN in the US has regulatory and

enforcement responsibilities.

** In the Netherlands, the data corresponds to the number of unusual transactions reports (UTRs), which have a lower
reporting threshold than the suspicious transaction reporting model that is in place in other countries.
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Prioritisation and technology play a key factor in FIU
effectiveness. The leveraging of machine learning
and other technologies can substantially decrease
the amount of time spent by staff to filter STRs
without compromising their ability to investigate
cases that have a high probability of financial crime.
However, even with advanced technology, the
caseload observed in the UK, the Netherlands and
the US raises questions about their ability to
properly analyse reports and produce useful
intelligence for other competent authorities. The
caseload in Australia, France, Italy and Canada is
also clearly high on a per staff basis. The figures are
of particular concern when compared to those of
France. Even at the comparatively lower figure of
585 reports per staff member, the FATF highlighted
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that at least half of all reports were put on hold
based solely on automated processes.

An effective FIU and an adequate STR processing
system, however, do not depend solely on staff
levels. The timely processing of reports and sharing
of intelligence can also be strengthened by ensuring
an effective risk-based system, working to improve
the quality of submitted reports and addressing
issues related to over-reporting. Defensive over-
reporting by financial institutions, for example, as
highlighted by the Law Commission for England and
Wales,'53 can result in a large number of STRs being
filed that may not meet the grounds of suspicion
but may nevertheless strain the capacity of the FIU.

Table 7. Comparison of FIU responsibilities and total number of staff (2020/2021)

Total number

Country Additional regulatory or supervisory responsibilities of staff
Australia AUSTRAC is the primary regulator and AML supervisor for all obliged entities. 387
Canada FINTRAC is the primary regulator and AML supervisor for all obliged entities. 390
France None 191

The FIU coordinates the supervisory authorities of non-financial businesses and
Germany ) 580
professionals at the state level.
Ital The FIU participates in the Financial Security Committee (CSF) and carries out some 153
y anti-money laundering inspections.
Netherlands None 76
United Kingdom None 140
FinCEN is the primary regulator under the Bank Secrecy Act and is responsible for
enforcing compliance with the Bank Secrecy Act and associated regulations. It
United States currently delegates examination functions to other federal regulators but should still 303

coordinate and analyse discoveries. FInCEN is also responsible for implementing the

new beneficial ownership register
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SPECIALISED LAW ENFORCEMENT AGENCIES

Dedicated financial crime and corruption
investigators are crucial to effectively investigating
and prosecuting corrupt individuals or tracing dirty
money. Law enforcement agents with the necessary
training and experience, for example in forensic
accounting or collecting evidence for a prosecution
on money laundering, are essential for deterring
crime. In the context of sanctions implementation,
experienced investigators are also crucial in tracing
assets linked to targeted kleptocrats and detecting
potential sanctions breaches.

All of the analysed countries have dedicated anti-
corruption or financial crime units within their
federal or state law enforcement agencies. In the
Netherlands, the financial crime unit Fiscal
Information and Investigation Service (FIOD)
appears to be involved in the task force as a
“relevant implementing body”.’>* In the US,
KleptoCapture is comprised of specialist financial
crime investigation and prosecution units. In

Germany, the federal police are part of the task
force but do not have specialised anti-corruption or
AML teams.'%>

Most countries do not publish budget figures or
staffing numbers for police at unit level. Only Italy
and the Netherlands have published budget figures
for the Guardia di Finanza (Financial Police)'6 and
the FIOD,'7 respectively. However, the Guardia di
Finanza also has substantial additional investigative
responsibilities outside of anti-corruption and anti-
money laundering. Budget information at unit level
withing the Guardia di Finanza is also not available.
In the UK, the Serious Fraud Office is a specialist
investigatory and prosecutorial body for which
annual budget figures are also available.>8
However, figures for other specialist units such as
the NCA's International Corruption Unit are not
available.

Data and statistics on the work of these agencies is
also lacking across countries analysed. Very little
information is available about investigation efforts,
resulting convictions, and international cooperation
on financial crimes.

Table 8. Key federal law enforcement agencies and their budgets

Country Agency Annual budget (US$)
. . ) . . . Data not available at
Australia Fraud and Anti-Corruption business area of the Australian Federal Police @ é notavarable a
business area-level
. . . ) . Data not available at unit
Canada Royal Canadian Mounted Police Anti-Corruption Unit atanot avariable at uni

level

Central Office for Combating Serious Financial Crimes & the Central Office for

the Fight against Corruption and Financial and Tax Crimes of the Central

France directorate of the Judicial Police,

Data not available at unit
level

Specialised investigators within the Directorate General of the National

Gendarmerie

Germany No unit at federal level. Some specialised units exist at Laender level.

Italy Police (Guardia di Finanza)

Netherlands

Serious Fraud Office

United Kingdom
International Corruption Unit,
Combating Kleptocracy Cell

Fiscal Information and Investigation Service

Financial crime section of the Anti-Mafia Investigative Directorate, Financial ~ Data not available at unit

level

US$41,973,800

US$66,080,490

Data not available at unit
level

FBI International Corruption Unit, Department of Justice Public Integrity

United States

Section, Department of Justice’s Foreign Corrupt Practices Act Unit in the

Data not available at unit

Fraud Section, Department of Justice’s Money Laundering and Asset Recovery level

Section
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Germany is the only analysed country that does not
have a federal law enforcement unit dedicated to
anti-corruption or the investigation of financial
crimes. Some police forces and prosecutors’ offices
at the state level have dedicated units but
resourcing across Laender varies.'® In 2022, the
media reported that an internal government report
criticised the poor coordination and under-
resourcing of law enforcement tasked with money
laundering at state level.'60

NON-CONVICTION BASED ASSET
CONFISCATION TOOLS

The recovery of assets is important to ensure
redress in corruption cases and break the impunity
cycle. Successful asset recovery depends on
countries effectively tracing, freezing and
confiscating assets thought to be linked to criminal
activities. Typically, the confiscation of assets takes
place after a formal conviction under civil, criminal,
or administrative law is obtained. Individuals should
be able to fully defend themselves, ensuring their
rights to due process and to a fair trial are upheld.
Therefore, assets frozen under sanctions cannot be
subject to confiscation and recovery without further
investigation into potential linkages with criminal
activities or unexplained wealth in the context of a
formal process.

The confiscation of assets, particularly those
connected to corruption, can be a lengthy and
complex task. The complex, multi-jurisdictional
nature of corruption cases - combined with undue
influence that may be exercised by public officials to
prevent investigation - makes criminal convictions,
which have a higher burden of proof, and
subsequent confiscation of assets very
challenging.'®

To overcome these barriers, many countries have
adopted alternative methods that allow assets to be
pursued without the need for a prior criminal
conviction for an underlying crime. Tools like illicit
enrichment regulations or unexplained wealth
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orders also facilitate the later confiscation of assets
if the owner cannot justify the origin of the wealth,
regardless of their proven involvement in a criminal
activity. In these cases, the orders introduce a
rebuttable presumption that property is recoverable
unless the respondent can prove its legitimate
sources. The respondents must prove the lawful
origin and use of a given asset.

Other tools like non-conviction based confiscation
(NCBC) allow the confiscation of assets without
requiring a criminal conviction of a potential
underlying crime. Existing international conventions
and standards - such as the United Nations
Convention against Corruption (UNCAC) and the
FATF Recommendations - encourage countries to
consider adopting such measures under certain
circumstances, including when there is substantial
evidence to establish that the proceeds were
generated from criminal activity, but there is
insufficient evidence to meet the criminal burden of
proof or when a criminal investigation or
prosecution is unrealistic or impossible.

In the context of the REPO Task Force and the likely
challenges of prosecuting kleptocrats for their
involvement in corruption and other crimes, the use
of NCBC or similar tools to pursue the confiscation
and ultimately the recovery of assets could play a
pivotal role to ensure at least some level of
accountability. In applying such tools, however,
certain safeguards should be in place to ensure that
the rights, including property rights, of the
defendant are not violated.'62

The analysed countries have distinct approaches to
pursue confiscation of assets without requiring a
prior criminal conviction (see Annex). Some
approaches are nested within criminal proceedings,
some are purely civil law in nature and some are a
hybrid model.'3 The analysis aims to illustrate what
tools are available to each country that could be of
relevance in the context of a corruption or money
laundering investigation into kleptocrats or their
assets.
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Six of the studied countries have some mechanisms
available for NCBC, which could be put forward in a
corruption or money laundering investigation into
kleptocrats’ assets. Australia and the UK also have
unexplained wealth tools that could be brought
forward. Australia, the UK and the US each have
mechanisms for civil forfeiture proceedings against
assets that run in parallel to criminal investigations.

Among EU jurisdictions,'®* France and the
Netherlands lag behind in the implementation of
NCBCs. They are the only studied countries that do
not allow some type of confiscation based on a civil
law burden of proof. That said, France has
developed several criminal proceedings tools to
facilitate in the confiscation of the proceeds and
instruments of crime in the context of money
laundering as well as illicit enrichment tools.%>

The EU is still in the process of developing a unified
standard for NCBC rules.®® In 2013, the European
Parliament urged Member States to consider
implementing civil law asset forfeiture for cases of
organised crime, corruption and money laundering.
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The UK experience with unexplained
wealth orders

The UK has had mixed success with the application
of unexplained wealth orders (UWOs) since their
introduction in 2018. By February 2022, authorities
had sought at least nine orders with prominent
successes'®” and failures in their application.68

Upon meeting the requirements set out in the law,
UWOs allow authorities to place an obligation on
respondents to explain the origins of their
wealth.'®® Failure to respond or provide an
adequate response can be used to pursue
forfeiture of assets. A UWO does not provide
powers for asset confiscation in and of itself, but it
can be used in subsequent civil recovery
proceedings.

Key challenges faced by UK law enforcement in the
use of UWOs, as evidenced by the limited uptake
and prominent court defeats, have included:

1. the inability to serve UWOs on professional
trustees and corporate entities'”%'71

2. the extremely high cost of legal damages for
law enforcement if UWOs are successfully
challenged'”?

3. the challenges for law enforcement to show
that an asset is “probably” the result of illicit
wealth.'”3 This has been particularly relevant
in cases where the targeted politically exposed
person is an incumbent and has influence over
how laws are implemented in the countries
from which the wealth originates.'’*
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RECOMMENDATIONS

Unless governments address the gaps in their systems and
practices, they will continue enabling kleptocrats to hide their
assets and evade scrutiny, undercutting multilateral efforts to

hold them accountable.

Transparency International calls on countries
leading multilateral efforts to freeze and seize
kleptocrats' wealth - in particular Australia, Canada,
France, Germany, Italy, the Netherlands, the UK and
the US - to:

1. Pro-actively identify and freeze the
assets of kleptocrats

Governments should explicitly mandate their task
forces with tracing the assets of designated and
corrupt individuals. They should also go beyond
“freezing to seizing” and aim to confiscate the assets
when these are linked to grand corruption and
other crimes, following due process. To that end,
governments should prioritise reforms that grant
necessary powers to law enforcement to proactively
trace and investigate assets linked to sanctioned
individuals, particularly in cases where there is
evidence of grand corruption, while ensuring
safeguards are in place to avoid overreach. Task
forces should provide tailored guidance to obliged
entities on red flags and patterns related to cross-
border corruption and sanctions evasion as well as
map and share information on companies,
nominees and proxies used by designated
individuals to hide assets.

Moreover, they should leverage authorities’ powers
to request gatekeepers to provide intelligence on
sanctioned individuals and share this intelligence
with REPO Task Force partners where legally
possible.

Governments should also regularly publish updates
on their progress. This should include work to date
on prosecuting individuals and companies,

investigating, freezing, seizing and repatriating
corrupt wealth, and coordinating with key partners,
such as the REPO Task Force.

2. Strengthen multilateral efforts

The REPO Task Force should expand its current
coordination efforts to the tracing of assets of
kleptocrats and individuals involved in grand
corruption beyond Russian elites. Countries should
make both the multilateral and domestic task forces
permanent. The REPO Task Force should also
broaden its membership to include countries
playing a key role in managing or harbouring
kleptocrats' assets such as Switzerland. Multilateral
and domestic task forces should publicly report on
their work, including on the assets frozen,
investigations initiated, the outcome of confiscation
efforts and lessons learned. Any pre-existing law
enforcement units or coordination mechanisms
should also follow these reporting requirements.

3. End anonymous companies

Countries should establish central, public registers
with verified information about the real owners of
companies, including foreign companies. They
should ensure information is available in open data
formats. Beneficial ownership registers should be
mandated to undertake independent checks on the
information provided by companies or beneficial
owners. Verification mechanisms should allow for
cross-checking beneficial ownership data with other
relevant databases (e.g., registers of national IDs
and addresses). In particular:
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+ Germany and the Netherlands should open
their beneficial ownership registers, removing
access barrier such as fees and registration
requirements.

+ Italy and the US should fast-track efforts to
implement beneficial ownership registers.

+ Canada should ensure that all provinces and
territories integrate into the proposed federal
beneficial ownership register.

+ Australia should immediately follow through on
previous commitments and put forward a
legislative proposal to establish a beneficial
ownership register.

+ The UK should encourage the Overseas
Territories and Crown Dependencies to swiftly
implement public beneficial ownership registers.

4. Increase transparency of trusts

Governments should make it mandatory for trusts
to be registered and disclose details of all connected
parties in an accessible register.

+ The Netherlands and Italy should fulfil
obligations under the EU AMLD and establish a
beneficial ownership register of trusts.

+ Australia, Canada and the US should put
forward rules that require the registration and
disclosure of beneficial owners of domestic and
foreign trusts.

5. Improve transparency in the real
estate sector

Companies and trusts that invest in the real estate
sector should be required to disclose their beneficial
owners and this information should be available in a
publicly accessible register. Real estate registers
should be digitised and contain key data such as
historical ownership, property value and purchase
date. They should be interoperable, easily accessible
and - where the data may be of importance to
investigations - in an open data format.

+ Australia, Canada, France, Italy, the
Netherlands and the US should prioritise legal
reforms to require foreign companies and trusts
that purchase or own real estate to disclose their
beneficial owner.

+ The UK should effectively implement recently
adopted legislation that requires offshore

36

companies holding property in the UK to disclose
who controls them.

6. Open the black box of hedge funds,
private equity and other investment
funds

All beneficiaries of investment funds, meaning the
real natural persons who are the end-investors,
should be accurately identified, disclosed and
recorded in registers.

7. Increase transparency in luxury
goods ownership

Information about the real owners of yachts and
private jets should be recorded by governments and
publicly disclosed.

8. Regulate and hold all professional
enablers to account

Banks, trust and corporate service providers,
investment fund managers, lawyers, accountants,
real estate professionals and luxury good dealers
should be subjected to AML obligations. They
should be required to identify the beneficial owners
of customers, conduct enhanced due diligence on
politically exposed persons and report suspicious
transactions to authorities. Governments should
provide additional guidance to gatekeepers to
better identify suspicious transactions linked to
kleptocrats. Those found to have been enabling
Russian kleptocrats and other corrupt individuals
through setting up companies, moving suspicious
funds, purchasing assets and facilitating sanctions
evasion should be held to account.

+ Australia and the US should fast-track legislative
proposals to regulate gatekeeper professions,
including lawyers, accountants, real estate
professionals and luxury good dealers (e.g., the
Transparency and Accountability in Service
Providers Act in the US'73),

+ The US should require investment fund
managers to undertake checks on customers
and report suspicious transaction to authorities.

+ Canada should resolve finding a constitutionally
compliant method for requiring legal
professionals to follow AML regulations.



9. Effectively resource FIUs and law
enforcement

Countries should substantially increase the
resourcing of dedicated financial crime investigative
units in national law enforcement with a strategic
focus on investigating complex, large scale
corruption and money laundering cases. They
should ensure that law enforcement and FIUs have
direct and unfiltered access to key information,
including beneficial ownership and real estate data.
Transparency around budget and staffing figures

should be improved and figures published regularly.

Photo: lan Langsdon/Pool via REUTERS
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10. Strengthen mechanisms for
tracing, seizing, confiscating and
returning assets

Going beyond sanctions, countries should ensure
they have civil and criminal mechanisms to seize
and confiscate assets - including, for example,
unexplained wealth orders or non-conviction-based
forfeiture - and eventually return these assets to the
victims of corruption. Countries should substantially
increase the resourcing of financial intelligence units
to adequately perform their analytical and
intelligence-sharing functions. They should prioritise
investment in technological platforms and advanced
analytics in order to assist in the analysis of
incoming STRs. They should also prioritise reforms
that ensure that FIUs have the necessary powers to
request additional information from obliged entities
as part of sanctions implementation and asset
tracing.
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ANNEX

Table 9. Availability of non-conviction based asset confiscation tools

Country'’® Classification of
available tools

In rem proceedings, civil
confiscation model
(balance of probabilities

Australia burden of proof),
Unexplained wealth
order
In rem proceedings, civil
confiscation model

Canada

(balance of probabilities
burden of proof)

Criminal illicit
France enrichment provisions
for certain crimes

In rem proceedings,
criminal confiscation

Germany model with balance of
probabilities burden of
proof

Hybrid confiscation

Italy model

Netherlands None
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Description of available tools

Australia’s framework allows for civil forfeiture proceedings, which vary across
Australia’s states. However, in all of Australia’s jurisdictions, the law allows for in
rem proceedings against the assets, with confiscation following a court order
issued on a balance of probabilities decision regarding whether the assets are the
proceeds of crime.

Authorities can also issue an unexplained wealth order, where the burden of
proof is reversed and assets with no proof of legitimate origin can be confiscated.

Canada'’s legal framework generally has two NCBC mechanisms that vary slightly
across provinces: a court-based forfeiture request and administrative forfeiture.

In the former, the state authority sues property via in rem proceedings.
Subsequent confiscation relies on a court order. The burden of proof lies with the
authorities.

In the latter, authorities notify the owner of a potential forfeiture owing to
proceeds or instruments claims and the owner can challenge the claim. If the
claim is challenged, confiscation relies on a court order.

There is no unexplained wealth type of legislation nor a classical non-conviction
based confiscation tool. However, the French Criminal Code defines as a crime

the “habitual relationship” with a person who can be proven to commit serious

offences and the inability of a person to justify the resources corresponding to

their standard of living or the property they hold."””

Non-conviction based confiscation takes place within criminal procedure. For
serious crimes, an asset can be confiscated if secured as part a criminal
proceeding against a person and if there is sufficient evidence to link the asset to
a crime, even if the accused cannot be convicted. The law also allows for
confiscation of assets in cases of unexplained wealth when connected to
organised crime offenses.

The NCBC regime allows for confiscation of assets proven to be acquired through,
or the result of income of, criminal activity.'”® While precautionary seizures are
possible across all types of crime and even while still pending a judicial decision,
subsequent non-conviction based confiscation is restricted to certain types of
crime. It requires the establishing of the asset's owner as a “societal danger”,
defined by their habitual involvement in criminal activity or “unlawful association”
with an organised crime group. As such, the applicability of these mechanisms to
assets gained from non-organised crime related crimes (for example, corruption
in a foreign jurisdiction) remains unproven.

There is currently no non-conviction based confiscation mechanism available. A
draft law to enable NCBC is currently under consultation.
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United Kingdom

United States

In rem proceedings, civil
confiscation model
(balance of probabilities
burden of proof),
Unexplained wealth
order

In rem proceedings, civil
confiscation model
(balance of probabilities
burden of proof)

Under the UK's Proceeds of Crime Act (POCA), authorities can seize the assets of
private actors, including a business, deemed to be “connected with” severe
human rights abuses. Such actors are considered “connected with” if they act as
an agent for a perpetrator of the abuse, or if they direct or sponsors, profits, or
materially assists in such activities.

Authorities can also bring forward civil forfeiture proceedings against assets.
Confiscation follows a court order issued on a balance of probabilities decision
regarding whether the assets are the proceeds of or instruments to a crime.

A number of legal tools support civil investigations, including UWOs and Account
Forfeiture Orders, which introduce a rebuttable presumption that property is
recoverable unless the respondent can prove it derives from legitimate wealth.
Investigators can only apply for these under specific circumstances and must
apply to a court for them.

Authorities can pursue civil forfeiture procedures via either a judicial forfeiture
process against the assets themselves or administrative forfeiture. In the former,
authorities need to prove that the activities were linked to criminal activity but no
conviction for the criminal activity is needed.

In the latter, authorities issue the administrative forfeiture claim against an asset

based on probable cause. The owner of the asset can then contest the seizure in
court with a reversed burden of proof.
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